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INTRODUCTION AND IMPROVEMENT
OF IT AUDIT IN KAZAKHSTAN

Abstract

Audit acts as an element of ensuring the sustainability of the economic entity, reduces its information risks, given

the complexity of the structure and functions of accounting. The article considers the foreign practice of IT audit
(IT information technology) using special international standards such as COBIT and ITIL, gives a characteristic of
the role, direction of IT audit development in Kazakhstan. IT-audit gives answers to questions of timing of updating
of hardware and software, justification of its necessity, establishment of a unified system of management of IS
monitoring. The questions of compliance of used information systems and technologies with the goals and objectives
of the business, place and ratio of IS and business, ways to optimize investments, adaptation of Kazakhstan IT-audit
system to international practice are considered. The study analyzes the optimal IT management, examines the main
types and forms of IT audit as a preliminary phase of the study of the existing IS.

Key words: IT-audit, information technology, international standards, financial reporting, software.
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Introduction

IT management is the main part of company’s management. It guarantees the rational and effective
improvement of all its interrelated processes. IT management provides a framework that connects IT
processes, [T resources, and information with the strategy and goals of an economic entity. It allows
maximize the use of information, increasing capitalization and gaining competitive advantages.

In the 60s of the last century, the introduction of information systems for accounting in the
commercial sector led to the emergence of a new profession in the field of IT — IT auditor. Soon,
the first professional Association of IT auditors were created «Electronic Data Processing Auditors
Association». The goal of Association was to develop standards and best practices for conducting IT
audits. Today, the audit of IT controls is a mandatory part of every independent financial audit.

Information technologies are developing too fast, so in two or three years they may not correspond
to the current level of information systems. In this case, it is needed to upgrade, update the software,
and replace the hardware. Currently, the relevance of this area of audit has increased dramatically.
IT audit is required, for example, when connecting a new set of hardware or implementing new
software. In addition, an IT audit can be conducted as an independent assessment of the quality of
information systems, for example, when a contractor delivers work. IT protects entity from mistakes
in accounting policies and helps conduct competent strategic planning for the development of this
subject. Conducting an audit helps to prevent economic crimes within the organization, eliminates
conflicts with tax and other state control services. IT is particularly important to conduct an audit when
changing the company’s management team, chief accountant, a head of IT services, implementing a
new information system or software package.

The value of it audits is that, in addition to high-level independent expertise of solutions and
development of optimization proposals, they can serve as an enterprise development planning tool. In
search of answers, managers create their own internal audit services, invite audit companies, and seek
advice from consultants.

Theresults of the IT audit allow evaluate the work of contractors and identify existing shortcomings.
The data obtained during the audit process allows assess the risks of placing confidential information
in the information system of an economic entity and understand how to minimize these risks. Thus,
conducting an IT audit in an organization is a good way to understand and assess the business risks
associated to information technology.

Materials and methods

The methodological basis of the study was a method of scientific knowledge as a method of
theoretical generalization that found on the study of audit practice in Kazakhstan Republic and
developed countries. There are some scientific approaches are used: literature analysis, comparative
analysis, systematization and generalization. In addition, a qualitative exploratory research approach
was adopted. This approach is appropriate way in studying expert practices like auditing in upgrade
hardware and software, in justifying its need, in installing a unified management system to monitor
the information system, as well as providing conclusions. At the stage of functioning of information
systems, managers of an economic entity are interested in slightly different information: whether the
information systems and technologies used correspond to the goals and objectives of the business;
whether the business has become an appendage of the information system; how to optimize investment
in IT.

Main provisions

These issues are particularly relevant in connection with the process of reforming accounting
in accordance with (IFRS). The program provides for the formation of a system of accounting and
reporting standards that provide useful information to users; linking the accounting reform in the
Republic of Kazakhstan with the main trends in the implementation of standards at the international
level providing methodological assistance to organizations in understanding and implementing the
reformed accounting model.
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Audit firms use various methods and techniques to reduce the cost of conducting an audit and
improve its effectiveness. One of them is the use of information systems (IS) for audit activities.

The use of computer accounting data of the audited economic entity significantly improves the
quality of the audit. Computerized audit procedures allow you to understand the accounting system of
the audited entity, its organization, and to note the accounting segments that require special attention
of the auditor. The use of information systems in audit makes IT easier to use analytical procedures,
and information can be clearly presented in graphical form.

Despite the wide range of software offered for accounting, information about audit automation
software is presented very sparingly. IT should be noted that all the listed audit software products
are closed-type systems. These systems include software products that do not allow you to make any
independent changes.

Literature review

The concept of «information technology» (IT) is defined by many scientists in different ways:
according to A.N. Morozevich, B.A. Zhelezko, L.K. Golenda, «IT is a system of methods for collecting,
registering, storing, accumulating, searching, processing and issuing documented information at the
request of users» [1, p. 8]. [LA. Brusakova gives a similar definition, which reads: «IT is a technology
for collecting, registering, transmitting, storing, searching, processing and protecting information» [2,
p. 352]. According to V.V. Trofimova, «IT is a set of methods, production processes and algorithms of
production and technical means United in a technological chain, the implementation of which provides
the collection, storage, processing, output and dissemination of information in order to reduce the
complexity of the processes of using an information resource, increase their reliability and efficiency»
[3, p. 480]. N.S. Kosinenko says that «IT is a process that uses a set of tools and methods for collecting,
processing and transmitting data (primary information) to obtain new quality information about the
state of an object, process or phenomenon (information product)» [4, p. 304].

A.A. Sitnov asserts that IT should be understood as a system of rules that define the methods
of collecting, accumulating, registering, transmitting, processing, storing, searching, modifying,
analyzing, protecting, and issuing the necessary information to all interested departments or individual
users [5, p. 240]. In article «Features of information infrastructure audit» he describes IT process audit
as «audit of information technologies and systems that are critical for the implementation of a specific
business process of an economic entity with specified quality and efficiency criteria». One of the
most important results of this type of audit is a formalized model of the IT process under study and a
specific business process.

Information technology management processes should be considered from the point of view of
applying the methods of the best world experience. The most widely used approaches in this area
are the following approaches to IT management: Cobit (Control objects for information and related
technologies) and ITIL (IT infrastructure library). Both approaches are focused on meeting the needs
of business units by the IT service and are based on a process approach, operating with measurable
performance indicators. Cobit is a corporate information technology’s tool that helps coordinate
business and IT strategies as well as build a dialogue between business unit managers and information
service management.

Due to the growing interest and need for IT audit, the approach to conducting IT has begun
to take on orderly and standard form. With a support of major audit companies, associations of IT
professionals have been organized to create and maintain standards for IT audit. In connection with a
closure of these standards for General use and a growth of public interest in IT the Information Systems
Audit and Control Association (ISACA) was established in 1967 to coordinate the actions of auditors
and pool knowledge on IS management. The main goal of ISACA is to research, develop, publish
and promote a standardized set of IT management documents for daily use by IT administrators and
auditors [6, p. 240].

British standards institution defined the requirements for the service provider. The ISO 20000:2005
standard defines requirements for the service provider’s service management system, ensures the
quality of IT services for consumers. In 1986, the British government commissioned work on the
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ITIL. This happened after the key role of the IT sector in the management of modern enterprises
became apparent as computer technology developed.

The committee of sponsoring organizations of the Treadway commission (COSQO) (USA) helps
businesses and organizations evaluate and improve their internal control systems. The Committee
of sponsoring organizations of the COSO is a standard that defines a system of requirements for
improving the quality of financial reporting through effective management of the internal control
system. These goals can be achieved by implementing recommendations and using best practices
in the following areas: control environment, risk assessment, control procedures, information and
communication, and monitoring.

The CMMI (Capability maturity model integration) standard is a collection of practical
recommendations for improving software development processes. The Standard was published in
America in 2002. In order to create this standard, an analysis of the key processes performed in software
development and the risks associated with them was carried out [7]. CMMI allows an organization
to evaluate the effectiveness of management processes, set priorities for their improvement, ensure
consistently high quality of development, and implement these improvements.

The Sarbanes-Oxley act («SOX») was passed in 2002 as a result of a number of scandals with the
reporting of large companies, primarily Enron. SOX became a forced measure- after Enron, WorldCom
and some other reporting scandals, investors lost confidence in the correctness of the company’s data.

In Western countries, information technology audits differ significantly from the CIS countries.
«Federal information technology system» (FISCAM) offers a methodology for conducting control
of information systems of state institutions in accordance with professional standards. FISCAM
is intended for use primarily in certification activities conducted in accordance with GAGAS [8].
FISCAM is organized to facilitate effective verification of control over information systems.

Cyber incidents can cause significant damage to an organization. They can damage information
assets and disrupt business operations. Some incidents lead to loss of performance others may lead
to loss of consumer confidence, false reputation, and loss of trust or direct fraud [9]. However,
information systems are part of critical infrastructure, so cybersecurity is part of the terrorist threat
to national security. This makes it a top priority to manage information technology security and
responsibility. Information asset protection includes not only protecting the intrinsic value of assets,
but also preserving the confidentiality of confidential and established information and protecting the
integrity of data and information stored in electronic form.

Huh B.G. and other revealed considering the use of information technology in corporations that
quality of audit has improved through conducting informational system’s audit in response to new
types of audit risks that have emerged. The study confirms that an appropriate level of informational
system audit input can improve audit quality [10].

Emerging technologies like data analytics and machine learning are anticipated in audit. Study
presents an approach for applying audit data analytics and machine learning to full population testing
and discusses related challenges [11].

Examination of the association between audit committee effectiveness, internal audit function and
sustainability reporting practices by Huang F. and others indicated they are positively and significantly
associated with sustainability reporting practices [12]. Tumwebaze Z. determined the concept of audit
expectation gap as a multidimensional concept and identified different causes for the audit expectation
gap as well as summarized several strategies into major promising strategies for narrowing it [13].

Otia J.E., Bracci E. provides evidence of an ongoing technological innovation within the audit. The
changing environment triggered by technological advancements, increased demand for accountability
and transparency means a change in the way auditing is done. The study analyzed and discussed how
supreme audit institutions perceive and define the digital transformation phenomenon. The results
show that most SAIs still do not master the concept of digital transformation, as they often refer to
technology adoption or automation of auditing processes to be digital transformation, notwithstanding
a great majority acknowledges the need for digital transformation but lacks the right strategy and
resources in place. It proposed a general framework suitable for analyzing the factors involved in the
DT in SAls [14].
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Results and discussion

Information technology management is the main part of the success of managing an economic
entity, which guarantees the rational and effective improvement of all its interrelated processes. IT
management provides a framework that connects IT processes, IT resources, and information with
the strategy and goals of an economic entity, which allows you to maximize the use of information,
increasing capitalization and gaining competitive advantages. Since then, the importance of the IT
auditor profession has increased significantly. Today, the audit of IT controls is a mandatory part of
every independent financial audit, IT audit services are in demand in the market, and large corporations
have their own IT audit departments that periodically monitor IT processes and help improve them. At
the same time, following the established standards and best practices is a prerequisite for conducting
an audit in the most optimal way and with high quality.

Audit is a dynamically developing sphere in the economy of Kazakhstan. In accordance with
the Law of KR (1998 No. 304-I) an audit is an independent audit of the accounting statements of an
audited entity in order to express an opinion on the reliability of statements. Reliability refers to the
degree of accuracy of financial statements, which allows the user of these statements to make correct
conclusions about the results of economic activities, financial and property status of the audited
persons and make informed decisions based on these conclusions.

IT features depending on the type of organization and its economic activity, directly affect the
choice of the type and method of conducting an IT audit, the recommendations of the auditors, and
the subsequent choice of IS and the corresponding II (information infrastructure). The features of the
organization’s functioning set the necessary minimum for creating an organizational management
system. In turn, information system requires the use of appropriate IT and balanced II. Many factors
influence the organization’s management system, but the type of economic activity of the organization
and its size play a significant role.

For example, when forming an information security policy, it is necessary to:

+ identify the applicable legal documents, guidelines and standards in the field of information
security, as well as the main provisions of the policy;

¢ identify approaches to risk management;

¢ structure counter measures by levels, etc.

However, the use of audit only in the study of countermeasures narrows its highly professional
capabilities. It should be noted that only a comprehensive and systematic approach to the audit of an
information system can have an appropriate effect. At the same time, an information security audit can
only be an element of a business audit. The main targets of this audit are:

¢ research and analysis of risks related to the possibility of security threats against information
technology resources;

+ assessment of the current level of security of the information infrastructure of an economic
entity;

¢ Jocalization of bottlenecks in the security system;

¢ assessment of compliance of the information infrastructure with the existing requirements of
information security standards;

¢ develop recommendations for implementing new and improving the effectiveness of existing
information security mechanisms.

When organizing an information security audit, it should be taken into account that the audit cycle
of research in this subject area involves the passage of five fundamental stages.

Information security’s audit is realized stage by stage (Picture 1, p. 16), each of these stages has
its own implementation algorithm.

The peculiarity of the organization of information security audit is a slightly different point of view
on the collection and processing of information about the information infrastructure of an economic
entity than in the audit of the state of information systems. For example, when defining the boundaries
of an upcoming audit, the auditor should consider:

¢ list of physical, software, and information resources to be surveyed;

¢ premises that fall within the boundaries of the survey;

¢ organizational (legal, administrative, and procedural), physical, hardware, software, and other
aspects of information security and their priorities on picture 1.

15



«Typan» yHUBepCcUTETIHIH Xa0apLIbIChl» FHUTBIMU >KypHaib! 2023 x. Ne 1(97)

N
audit of information
security
J
planning < the preparatory stage
preparation of interim findings
audit of the essence of and recommendations of the
the audit engagement > operational management
implementation of . .
information security audit < economic entity management
results system
determination of the effect preparation of conclusions and
of using the results recommendations based on the
of IT audit > results of the full audit cycle

Picture 1 — Main stages of information security audit

Note: Picture drawn by authors.

When accepting an assignment to conduct an information security audit, the auditor should
identify exactly the issues that are most important for this particular economic entity. For this purpose,
it is important to carry out the preparatory stage, i.e. to define and agree with the management of this
entity the specific goals and directions of the upcoming audit process. At the same time, the main
role of the management of an economic entity as a person interested in the results of an information
security audit is to provide comprehensive support to the auditor in clarifying the wording of the most
significant problems for him, as well as in preparing sufficient and appropriate information support for
the upcoming detailed audit study. Based on this, the specified stage should end with the most accurate
formulation of the main problems facing the economic entity in relation to its information security and
requiring mandatory solutions, as well as the conclusion of an agreement (contract) for conducting
the specified audit in accordance with the task accepted by the auditor. Thus, the goal of this stage is
to ensure unity in the understanding of the upcoming audit process by both the auditor and the client.

Main objectives of the enterprise information system audit: evaluate the effectiveness of the
budget spent on IT tasks includes an analysis of the costs of specialists’ salaries, capital expenditures
(CAPEX) for equipment (per year), variable costs (OPEX) for licenses, subscriptions in services,
hosting services, servers, and so on; evaluate the performance of the IT Department, as well as the
overall level of training; identify places in the infrastructure and business processes where IT systems
are not used effectively enough, develop recommendations for improving efficiency and reallocating
the load; evaluate the performance of systems and processes that ensure the security of company
data; assess the risks to the company’s information assets and determine how to minimize these risks;
ensure that all processes related to the IT system comply with industry laws and standards.

IT audit is a critical tool for determining problems at an enterprise in modern conditions of
information society development, since the specified audit direction is a systematic process of obtaining
and evaluating objective data about the current state of the IS and events occurring in IT, establishing
the level of their compliance with a certain criterion and providing the results to the customer. IT
allows correctly assess possible risks, predict failures, optimize the work of the IT Department, and
solve many other tasks. Due to the lack of clear instructions in the Kazakh legislation in the field of
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IT audit, most companies rely on common sense, international standards and «best practices» such as
Cobit and ITIL.

Some types of IT audit are currently actively developing. Operational IT audit consists in
reviewing the parameters of the functioning of the IT infrastructure at various levels: network;
operating system; system software; software application; workflows; cryptography, etc. An IT resource
placement audit involves reviewing buildings, server rooms where IT resources are located, including
such aspects as physical security (walls, video surveillance, locks, security, entry procedures, etc.),
environmental control (fire and leak protection, power supply, air conditioning), management systems,
and IT equipment. During the audit of the developed IS, project management control, specification,
development, testing, implementation of technical and procedural audits, classical information security
checks of the developed system and corresponding business process checks are performed.

An IT management audit includes a review of organizational structure, strategy, work planning,
resources, budgeting, cost control, etc. and, if applicable, an audit of relationships with external
IT service providers. An IT process audit is an overview of the processes that occur within the IT
Department, such as application development, testing, implementation, operations, maintenance,
backup, support, incident handling, and so on. IT is obvious that most of the failures in the IT
infrastructure due to inconsistent changes [15].

An information security audit involves performing checks related to confidentiality, integrity,
and availability of systems and data. IT resource legality audit is a check of software licenses used,
personal data protection, and compliance with regulatory requirements. Specific types of audit can
also include an audit of the stability of the IT infrastructure to failures and disasters and special
investigations, including author’s checks performed to clarify the current situation of IT, related, e.g.,
to a takeover of new company and a need to merge IT infrastructure, debriefing, etc.

The existing international standards of management and audit in the field of information
technology recommend evaluating any information system in terms of a set of I'T processes, detailed
control goals and standard operating procedures in order to determine whether the system meets the
task of minimizing IT risks. This activity is considered both on issues specific to each individual IT
process, and on standard elements of process management.

Requirements for the quality and reliability of the information contained in the financial statements
are made by investors. That is confirmed by conducting a high-quality independent audit. It is carried
out using clear and recognized procedures, which are based on the use of common approaches to the
audit.

The difference between the International Standards on Auditing and those previously in force can
be grouped according to a number of criteria. Differences of a formal nature are: the requirements
of international auditing standards are disclosed directly in their text while clarifications to them are
contained in separate annexes to the standards. Moreover, the structure and style of all international
auditing standards is unified. The main fundamental advantage of international auditing standards is
the use of a single approach to auditing, which is applied at the international level.

One of the advantages of standards over existing ones is their significant role in improving the
quality of auditing and financial reporting. The need to adopt international auditing standards in our
country was associated with the growing process of integrating domestic audit into the international
community of auditors, as well as the increasing demand for audit services from foreign investors
who already have investments or are just considering the possibility of investing in the economy of
Kazakhstan.

In large audit organizations, itis built primarily depending on the organization’s need for automation
of'its activities and material capabilities, because in comparison with small organizations to update the
information technology of a large organization, the costs of research, writing technical specifications,
development and implementation will differ in both time and money. It is recommended to choose
a configuration that will be relevant for several more years and will be able to support the smooth
operation of the IP. The difference for medium-sized and large organizations in the construction and
configuration of it is and Al mainly lies in the scale and its structure. Types of IT audit systems that
can be checked in table 1 (p. 18).
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Table 1 — IT audit systems

Types of IT audit What and how is investigated Results

Express examination During the survey, general data on Report with general description of the
the current state of IT infrastructure is IT infrastructure as IT is at the moment,
collected and is structured. mostly on a superficial analysis and a set of

minimum recommendations

Business process audit | The analysis of IT infrastructure Report on the current state of the process,
is’t carried out for the company as a recommendations on how to improve
whole, but only for a certain selected individual elements of the IT structure

business process — an audit of computer | involved in this business process, how to
hardware, of IT personnel involved ina | bring them in line with standards and best

business and audit of IT processes practices for risk assessment.
Criteria audit Collected and analyzed information on | Report with conformity assessment
the IT system only in the context of a or inconsistency of the IT system to

selected criterion, for example, IT audit | the selected criteria. In case of non-
on the performance, security, reliability, | compliance, the reasons are analyzed and

performance, etc. recommendations are given.
Multipurpose IT audit | The overall audit plan implies that the Analytical reports on IT infrastructure,
work of the IT infrastructure will be how much IT matches the details of the
studied and evaluated comprehensively, | business as a whole and how strategic
as detailed as possible development should take place to match

the business.

Note: Table compiled by the authors.

The choice of the type and method of conducting its audit depends on the scale of the organization,
the level of it development, and the desire of the organization’s management to reach a higher level
of competitiveness through it. The larger the organization, the more difficult it is to conduct its audit.
This is due to the fact that the level of it in a large organization is usually higher than in a small
business organization, where it is in its infancy and requires a rethink with a view to scaling, and it
audit requires recommendations for optimizing and improving it. In this article, we will define what
exactly we will understand by it audit.

The use of information technology in the course of an audit is one of the ways to improve the
efficiency and reduce the complexity of the audit. A systematic approach to audit automation involves
creating a unified information environment that all employees authorized by the project Manager can
access. Thus, each user will have a certain level of access. Complex automation of audit activities
involves the creation of an information system that will allow control all aspects of audit activities,
not only conducting the audit itself, but also managing the audit firm as an economic entity with its
economic and financial activities. Comprehensive automation allows monitor the quality of services
provided at all levels, starting with audit, ending with the selection of employees and monitoring the
costs of the entire company as a whole.

The concept of information security audit is currently not well established, but in this context IT
audit can be represented as a process of investigation an information on IS of an economic entity in
order to assess the level of its protection from permanent internal and external threats and develop
management recommendations to minimize them. There are many cases when IT is advisable to
conduct an information security audit, for example, when preparing a technical task for the design and
development of an information security system, and after the implementation of the security system —
to assess the level of its effectiveness.

The peculiarity of the organization of information security audit is a slightly different point of
view on the collection and processing of information on an information infrastructure than on the audit
of the state of information systems.

A special place in the government audit mechanism of Canada is awarded to «external»
consultants. They are grouped together as acting consultants to the chief auditor. The group of experts
on the protection of the environment immediately surrounds the environment and use it to his Council
advises the auditor.

In Kazakhstan and Canada, you can identify the main differences by comparing the methods of
conducting public audits. In accordance with the objectives and subjects in Kazakhstan, compliance
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can be performed both independently and as part of the financial statements and performance audit.in
Canadian practice, this type of audit is not traditionally performed and is an integral part of the audit of
financial statements and performance audit. Of course, this approach to conducting compliance audits
helps to reduce costs, and this in turn affects the progressive development of the economy and society
as a whole, as it is aimed at modernization and optimization.

The rapid automation of outdated methods of work significantly increases the value of information
technology for almost any type of business. Information has become a new type of financial asset that
requires proper management. Timely and qualified response to the constantly changing landscape
of IT and information security will prevent both direct losses associated with the compromise of
information systems, and indirect losses that appear in the form of costs for eliminating security gaps,
possible penalties from regulators or as a result of property penalties by court decision.

IT audit and information security services are provided throughout Central Asia: in the Kyrgyz
Republic (Bishkek), Kazakhstan (Almaty), Uzbekistan (Tashkent), Tajikistan (Dushanbe) and
Turkmenistan (Ashgabat). The result of our work is a description of the identified inconsistencies, a
detailed methodology and evidence of their detection, as well as qualified recommendations for the
elimination of identified risks. The main task is an unbiased definition and professional adjustment
of specific information technology or security management processes, which allow the formation of
vulnerabilities and inconsistencies.

According to the established practice, linear IT / information security managers and top
management of the organization use the audit results to take concrete substantive measures to improve
existing and implement current processes in the field of IT and information security management, for
example:

¢ identify high-risk areas associated with the human factor and reorganize processes in such a
way as to minimize or completely eliminate risks;

+ make it possible to identify implicit risks, include them in existing risk management
methodologies and outline an action plan to reduce risks to an acceptable level;

¢ allows to direct the vector of budget planning in IT and information security departments
towards improving the efficiency of specific infrastructure components;

¢ total Cost of Ownership management allows define the boundaries of the effectiveness of IT
solutions;

+ effective use of systems is a direct consequence of compliance with the recommendations set
out in the audit report.

Conclusion

Research has shown that information technology is becoming more complex every year. They
consume huge financial and time resources. According to the research, it can be argued that each of
the standards considered has a number of advantages: COBIT is more extensive and clearer, and ITIL
describes the existing practices in more detail. In practice, both standards can be used together. They
do not contradict each other, but complement each other. In practice, any of the selected approaches
will require adaptation for the Kazakhstan market. Conducting an audit according to developed
and adapted standards can be automated, because the audit process becomes a template. This will
reduce costs and increase the efficiency of the audit. Both COBIT and ITIL do not take into account
national characteristics, and additional adaptation of these standards is required for use in Kazakhstan.
Automation tools should be developed for already developed and adapted approaches to conducting
IT audits. It reduces costs and increases the efficiency of the audit.

Technical audit of information technologies is the collection, analysis of information and providing
recommendations for improving the performance of a separate technical element of the information
technology infrastructure. This type of audit is characterized by a small amount of work and a narrow
technical specialization of the study.

When conducting an audit, a certain evaluation criterion was used to study not only a single
element of the information technology infrastructure, but also the entire set of software, hardware,
processes for their maintenance and maintenance in all the companies being audited.
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Information technology security measures are necessary to minimize risks. In addition to protecting
information assets, information technology security aims to maintain the confidentiality, integrity, and
availability of information — important goals in government operations. Most government departments
and agencies contain confidential information that requires access restrictions and confidentiality
requirements that must comply with them. Data integrity is critical to ensure that program management
and transmission is based on correct information. Information systems are part of the government’s
constructive infrastructure that provide online access to more services. Ensuring the availability of
information systems is now important for the continuous service of the population.

The purpose of the audit was to assess the existing information technology security structure in
the government to ensure uninterrupted maintenance and protection of information assets. Information
asset protection includes not only protecting the intrinsic value of assets, but also preserving the
confidentiality of confidential and established information and protecting the integrity of data and
information stored in electronic form.

Now we live in a society that produces more information technologies than processed, stored,
transmitted and any information. Extensive use of information leads to significant opportunities and
benefits. At the same time, the widespread development of information technologies leads to serious
threats to society about those who currently do not know. Information risks have great consequences
both for society as a whole and for individuals. Thus, information security covers the entire society
and is the concern of every person. According to the research, it can be argued that each of the
standards considered has a number of advantages: COBIT is more extensive and clearer, and ITIL
describes the existing practices in more detail. In practice, both standards can be used together. They
do not contradict each other, but complement each other. In practice, any of the selected approaches
will require adaptation for the Kazakhstan market. Conducting an audit according to developed and
adapted standards can be automated, because the audit process becomes a template. This will reduce
costs and increase the efficiency of the audit.

The issue of optimizing business processes in the Republic of Kazakhstan will be relevant as long
as there are unprofitable enterprises in our country. An important point is the introduction of not just
optimization processes in Kazakhstan’s enterprises, but automated ones that meet modern trends and
requirements. Buying a personal computer is not automation, a PC is just a tool.

IT audit allows to assess the compliance of information systems with business requirements and
build a strategy for the development of information technologies. Often the reason for conducting
an IT audit is the need to identify potential risks in the IT infrastructure. The issue of optimizing
business processes in the Republic of Kazakhstan will be relevant as long as there are unprofitable
enterprises in our country. An important point is an introduction of not just optimization processes in
Kazakhstan’s enterprises, but automated ones met modern trends and requirements.
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KA3BAKCTAHT'A IT AYAUTTI EHI'I3Y
KOHE XKETLJIAIPY KOJIIAPBI

Angarmna

AyauT SKOHOMUKAJIBIK CyOBEKTiHIH TYPAKTHUIBIFBIH KAMTaMAaChI3 €TY/IiH AIEMEHTI OOBIN TaObLTa b1, OyXTanTep-
JIK ecer KYpbUIbIMBI MEH (DYHKIHUSIAPBIHBIH KYPCIUITIH €CKepe OThIPBII, OHBIH aKMapaTThIK TOYEKeIIepiH a3aii-
tagsl. Makanaga COBIT »xone ITIL cuskThl apHalibl XanbIKapaiablK CTaHAAPTTAP/AB! MaiiAanana oTeIpbIn, [T-ayquT
(IT-aknmaparThIK TEXHOJIOTHSI) KYPTi3y/liH HIETeJIIK TaKipubeci kapacToipbliasl, Kasakcranaarsl [T-ayanTrin pedi
MeH Jamy OarbIThIHA curarTama oepineni. IT-ayauTTi anapaTThiK xkoHe OaFaapiIaMaliblKk KaMTaMackl3 €Tyl KaHapTy
Mep3iMIepi, OHBIH KaKETTIIriH Herizaey skoHe AYK MOHUTOPHHTIHIH OipbIHFail OacKapy JKyHeciH Kypy TypaJbl cy-
pakrapra >xayan Oepezi. [laiianaHbUIaTBIH aKMapaTTHIK KYHEIEp MEH TEXHOJIOTHSIIAp/bIH ON3HECTIH MaKcaTTaphl
MeH MiHJeTTepiHe coiikectiri, AKX MeH OM3HECTIH OpPHbI MEH apaKaThlHAChI, MHBECTUIHMSIAP/bl OHTANIAHIBIPY
sxonaapbl, KP aynut sxyiecin xaliblkapasiblK Toxipudere Oeiiimaey macenenepi Kapanabl. 3eprrey aschinaa 1T-Hbl
OHTaJIBI OacKapyra Tayjay skacajibl, KouaansicTarsl AXK-Hbl 3epTTey/iH anabiH-ana ke3eHi peringe 1T-aymurtig
HeTi3ri Typiaepi MeH (opManapbl KapacThIPBUIIBI.

Tipek ce3aep: IT-aynut, aKmapaTThIK TEXHOJOTHWSUIAP, XaJBIKAPAJIBIK CTAHAAPTTAP, Kap KbUIBIK €CENTINIK,
GarapiaMalbIK KAMTaMachl3 €Ty.
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BHEJPEHUE M COBEPHIEHCTBOBAHHME
IT-AYIUTA B KA3AXCTAHE

AHHOTALUA

AymuT BBICTYIIaeT AJIEMEHTOM 00€CIIeUeHHUs YCTOMIUBOCTH SKOHOMUYECKOTO CYOBEKTa, CHIKAET ero HH(popMa-
IIMOHHBIC PUCKHU, YUUTHIBASI CJIOKHOCTh CTPYKTYpHI U (QYHKIMI Oyxrantepckoro yuera. B crarbe paccmarpuBaercst
3apy0OexHas npaktuka nposencHus [ T-aynuta (IT-ur(OpMAIIMOHHAS TEXHOIOTHS ) C UCIIOIB30BAHHEM CIICIIHATBHBIX
MEXJTyHapoaHbIX cTaHAapToB, Takux kak COBIT u ITIL, naercst xapakTepucTUKa poiH, HANpaBICHUIO Pa3BUTHS
IT-aynura B Kazaxcrane. IT-ayauT maet oTBETHI Ha BOMPOCHI CPOKOB OOHOBIICHMS alIapaTHOTO W HMPOTPaMMHOTO
obecrieueHnsi, 000CHOBAHMS €TO HEOOXOIMMOCTH, YCTAHOBIICHUSI €AMHOM CHCTEMbI yripaBieHus MoHuTopunrom VC.
PaccMOTpeHBI BOIIPOCHI COOTBETCTBHUS UCTIONB3YEMBIX MH(OPMALMOHHBIX CHCTEM M TEXHOJOTHH LENISIM U 3a7a4am
Ouzneca, mecta u cootHomeHusist IC u OusHeca, myTel ONTUMHU3AIMKA UHBECTUITUH, aganTanun cuctemsl [ T-ayauTa
PK x MexnyHapoaHOi pakTHKe. B paMkax uccienoBanus JaH aHaIu3 onTuMaisHoro ynpasneHus 1T, paccMoTpeHst
ocHOBHBIE BUJIbI M (hopMbI [ T-ayura Kak mpeBapuTeIbHOTO dTara uecieoBanus cymecrpytoreit VC.

KiroueBblie ciioBa: IT-ayaut, nHpOpMalMOHHBIE TEXHOJIOTUH, MEXIyHApOIHbIE CTAHIAPThI, (PMHAHCOBAS OT-
YETHOCTb, IIPOrPAMMHOE 00eCTIeUeHHE.
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