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ECONOMIC IMPLICATIONS OF TECHNOLOGICAL
INNOVATIONS IN FORENSIC AUDIT: ENHANCING FINANCIAL
INTEGRITY AND CORPORATE GOVERNANCE

Abstract
The article discusses innovative approaches in forensic audit and their impact on the detection and prevention
of financial fraud. Modern technologies such as big data analytics, machine learning and blockchain are transforming
traditional auditing methods, providing higher accuracy and efficiency in identifying anomalies in financial statements.
However, with the introduction of these technologies, certain challenges arise, including the need for qualified
personnel, high technology costs and problems integrating new methods into existing processes. The purpose of the is
to analyse the advantages and disadvantages of using digital technologies in forensic auditing, assess their impact on
the process of detecting financial misstatements, as well as disclose the economic effect of using such technologies.
Based on the analysis of real-world cases and the application of a methodology based on a comparative analysis of
traditional and innovative approaches, the article provides recommendations for practitioners in the field of audit and
risk management. The results of the study emphasize the importance of adapting to new technologies and suggest
ways to solve emerging problems, which can help increase confidence in financial reports and improve corporate
governance. The article is of practical importance for audit firms, companies and researchers interested in current

trends in forensic auditing and the fight against financial fraud.

Key words: financial reporting, digital technologies, forensic audit, fraud detection, artificial intelligence,
blockchain, investment.

Introduction

Reliable financial reporting is the foundation for the successful functioning of capital markets
and the economy. It allows companies to attract investments, ensure the trust of stakeholders and
comply with regulatory requirements. Without accurate and reliable information, it is impossible to
make the right management decisions, which can lead to financial losses and a decrease in confidence
in the company. In addition, in the context of globalization, when companies do business in different
countries, compliance with international financial reporting standards (IFRS, GAAP) becomes even
more important to ensure comparability and transparency of data.

Recently, digital technologies have become an integral part of many professional fields, including
forensic auditing. Auditors have gained new opportunities to detect fraud and misstatements in financial
statements thanks to modern data analysis tools and methods such as machine learning, big data and
artificial intelligence algorithms. Thanks to the use of these technologies, specialists can significantly
improve the efficiency and accuracy of forensic audit, quickly processing large amounts of data and
identifying anomalies that could go unnoticed using traditional methods.
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Nevertheless, the introduction of digital technologies into forensic audit is a difficult task. Audit
companies are facing new challenges related to data protection, risks associated with dependence on
technology and the need to train staff in new skills. Thus, it is becoming increasingly clear that the
study of the advantages and disadvantages of digital technologies in forensic auditing is crucial.

In this article, we will look at digital technologies used in forensic auditing and consider their
advantages, such as increased efficiency and accuracy, as well as problems with their implementation.
We hope that this research will form the basis for future research in this area and help auditors use
digital tools more effectively.

The relevance of the topic is due to several key aspects that make this area of research significant
and in demand:

1. The rise of financial crimes and fraud: in the context of globalization, digitalization and
a complex financial ecosystem, cases of financial fraud are becoming more sophisticated and
widespread [1]. Companies and organizations around the world face threats related to financial fraud,
asset theft, accounting manipulation and other types of abuse. This requires the use of innovative
methods of forensic audit to detect and prevent such violations in a timely manner.

2. The need for high-precision methods for detecting misstatements of financial statements:
traditional audit methods are often not effective enough to identify complex fraud schemes, especially
using digital technologies. Innovative approaches such as big data analysis, the use of artificial
intelligence, machine learning, blockchain, and digital forensic analysis can significantly improve the
process of detecting violations, increasing the accuracy and speed of auditing.

3. Development of technologies and digital tools: modern technologies provide new opportunities
for audit analysis. Tools such as data analysis software (for example, IDEA or ACL), as well as process
automation using robotic systems and machine learning algorithms, help to improve the control of
financial transactions and identify abnormal transactions that may be an indicator of fraud [2].

4. Implementation challenges and practical challenges: Despite the many advantages, the
introduction of innovative methods also faces a number of challenges. This concerns the high cost
of technology, the need for qualified specialists and the difficulties of integrating new solutions into
existing business processes. These aspects make the topic relevant for discussion, offering a balance
between the benefits and challenges of using digital technologies in forensic auditing.

Thus, the study of innovative approaches in forensic audit, including their advantages and
difficulties in application, allows us to offer solutions for effective detection of financial fraud, which
is extremely important for modern companies and regulatory authorities.

The purpose of the article is to study modern innovative forensic methods, their advantages and
problems in the detection of financial fraud, as well as to evaluate their practical effectiveness and
economic effect on real examples and statistics by conducting an economic analysis.

The objectives of the article include such as:

¢ Study of modern innovative methods of forensic audit and their role in detecting financial fraud.

+ Identifying the advantages of digital technologies such as Al, big data, and robotics in improving
forensic audit processes.

¢ Identification of challenges and obstacles faced by companies in the implementation of these
technologies.

+ Analysis of real cases of successful application of innovations in forensic audit.

¢ Comparison of traditional audit and forced audit.

The object of the article’s research is innovative methods and digital technologies used in forensic
audits to identify and prevent financial fraud and misrepresentation of financial statements.

The subject of the article is organizations and companies that use innovative digital technologies in
the process of forensic audit to identify and prevent financial fraud and misrepresentation of financial
statements.

Big data, artificial intelligence (AI), machine learning (ML) and blockchain are examples of
advanced technologies that are changing forensic auditing by changing traditional methods and
making them more cost-effective.
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By utilising such technologies, forensic auditing is becoming more transparent, faster and
more efficient. This not only helps businesses perform better, but also contributes to the economic
development of countries because:

¢ Overall economic losses from financial fraud are reduced.

¢ Stakeholder and investor confidence increases.

+ Integration of advanced technology increases a company’s competitiveness.

International research and real-life case studies from leading audit firms such as KPMG, EY
and PwC, as well as the implementation of innovative solutions in the financial sector, confirm these
changes.

The use of innovative digital technologies in forensic auditing significantly increases the
effectiveness of detecting and preventing financial fraud, but also faces certain challenges associated
with the integration of new methods and the need for qualified personnel.

The scientific novelty lies in the integration of coercive methods with traditional audit procedures,
which makes it possible to increase their effectiveness and applicability in the modern information
environment.

The practical significance of the article lies in the fact that the article can contribute to raising
awareness of both audit firms and companies about the possibilities and advantages of using innovative
technologies in forensic audits to more effectively identify and prevent financial fraud.

The introduction of effective methods of forensic audit can help to increase the confidence of
investors, customers and other stakeholders in the financial statements of companies.

Thus, the article will be of practical importance for professionals in the fields of auditing, finance,
risk management, as well as for researchers studying financial fraud and technology in this area.

In the conclusion of the article, the benefits of integrating forensic auditing with innovative
techniques were reviewed, alongside a discussion of the strengths and challenges inherent in the use of
these advanced methods within forensic auditing. The conclusion also presents ideas for modernizing
processes through the introduction of digital technologies for enhanced audit.

Materials and methods

The practical value also lies in the development and description of a methodology that can be used
by other researchers or practitioners to analyze data in the field of forensic audit.

The literature analysis includes a review of scientific publications, studies and reports on innovative
approaches in forensic auditing and combating financial fraud.

The comparative analysis helped to compare traditional and forensic audits in identifying
distortions in the financial statements of companies.

The study also applied case studies of companies using digital technologies (Al, Big Data,
blockchain) in forensic audit.

Statistical analysis allowed us to estimate how many companies are willing to invest in their own
methods of proactive audit in the fight against fraud.

Based on average data from audit and financial firms, an economic analysis of the return on
investment through the introduction of digital products in forensic auditing was conducted. The result
was confirmation of the possibility of reducing the firm’s costs and shortening the payback period of
the project.

A SWOT analysis was also carried out in terms of identifying strengths and weaknesses in the
implementation of digital technologies in forensic audit.

The results of the article can serve as a basis for further research in the field of forensic audit,
encouraging researchers to study new technologies and their impact on financial reporting.

Results and discussion

A proactive audit is a special type of audit designed to identify, investigate and prevent financial
crimes and fraud. Unlike a regular audit, a forensic audit is not only engaged in verifying the compliance
of financial statements with standards, but also in searching for anomalies and possible violations that
may indicate fraud. Litigation often involves a proactive audit to provide evidence of fraud and other
criminal acts.
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Corruption, misappropriation of property, non-financial and financial fraud are the most common
types of fraud in the preparation of accounting (financial) statements [3].

That is, the main purpose of this type of audit is to identify fraud, financial crimes, deviations
and errors in financial statements. It is focused on detecting intentional violations and abuses, such as
financial fraud, embezzlement, forgery of documents and violations of the law.

To provide a more in-depth understanding of forensic audit, we will analyze and highlight the key

differences between forensic audit and traditional audit, as shown in comparative table 1.

Table 1 — The main differences between traditional audit and forensic audit

checking compliance with accounting
standards and confirming assets.

Criterion Traditional audit Forensic audit

Main purpose Assessment of compliance with Detection of fraud, financial crimes and
financial reporting standards, intentional violations.
elimination of errors and distortions.

Focus Verification of the reliability of Analysis of specific cases of fraud,
financial statements, assessment of the criminal schemes and financial abuse.
effectiveness of internal control.

Methods of analysis Standardized audit procedures, such as The use of specialized data analysis

tools such as digital analysis,
transaction analysis, and the Benford
method.

Scope of application

Annual or quarterly accounting audits
as part of a corporate audit.

Corporate investigations, court cases,
checks of suspected fraud.

Results

Verification of financial statements
for reliability and suggestions for
improving internal control.

Establishing the facts of fraud or
crimes, assistance in preparing for court
proceedings, and developing measures
to prevent repeat cases.

Technologies used

Standard audit programs such as Excel,
1C, SAP and other ERP systems.

Specialized software for Forensic audit:
IDEA, ACL, Valid8, data analysis using
big data.

Qualification of auditors

Knowledge of accounting and auditing,
as well as auditor certification such as
CPA or ACCA.

Knowledge of laws, legal proceedings,
digital data skills and CFA
certification.

Duration

Within a few weeks or months.

This can take months or even years,
especially in the case of large and
complex fraud schemes.

Note: Compiled by authors based on source [4-5].

Forensic audit has shown that it is more narrowly focused and specialized, focused on detecting
fraud and financial crimes. As the table showed, it is more time-consuming, has a large variation in
data analysis methods with financial report values, as well as audit programs.

Referring to the innovative approach, we have highlighted the following examples of innovative
methods and digital technologies that are used in forensic audit to identify financial fraud:

+ Big Data analysis is the process of processing and analyzing huge amounts of data to identify
trends, anomalies and suspicious transactions that may indicate fraud [6]. Advanced data analysis tools
enhance forensic audits by identifying hidden patterns and anomalies in extensive datasets, improving
accuracy and efficiency while minimizing errors [7].

+ Artificial intelligence (Al) and machine learning (ML) are algorithms that can analyze financial
data automatically to find suspicious activities or deviations from the norm, learning from historical
data [6]. These technologies model typical transaction behavior to detect fraud. They create transaction
profiles and streamline the audit process, making it more efficient and accurate [9].

¢ Blockchain is a distributed ledger technology that provides transparency and data security,
which reduces the likelihood of manipulation of financial statements and helps to track every
transaction [10]. Blockchain enhances data reliability and transparency, preventing manipulation and
proving particularly useful for international audits [11].
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+ Robotic Process Automation (RPA) is the process of automating routine operations of auditors
using software robots. It helps to process large amounts of data faster and identify potential risks [10].

¢ Audit analysis software — special programs such as IDEA or ACL that automatically check
patterns, help to conduct a thorough analysis of financial transactions and compare data with expected
indicators [12].

+ Benford’s law is a mathematical method of analyzing the distribution of the first and second
digits in a dataset to identify anomalies and potential fraud [13].

¢ Text analysis and natural speech processing (NLP) technologies are used to find hidden
meanings, manipulations or inconsistencies in the presentation in the texts of financial reports and
other documents [14].

These methods help auditors to be more accurate and faster in detecting fraud, especially when the
volume of data grows, and financial fraud schemes become more complex. Of the methods presented,
we will focus in more detail on the automated part of the audit.

According to research, digital technologies play an important role in forensic auditing because
they help improve the process of detecting financial misstatements and fraud. Research in this
area examines the use of big data analytics, artificial intelligence (AI) and blockchain in judicial
investigations to demonstrate how effective these technologies are in combating financial crimes.

In this research, we have emphasized innovative approaches in detecting financial statement fraud
in forensic auditing. Based on the study of previous researchers of this topic, we have highlighted the
importance of innovation in auditing and formulated the following important points of the research
topic.

The introduction of technology significantly reduces the time required for data analysis and fraud
detection. Technologies such as artificial intelligence and big data analytics improve the accuracy
of reporting verification, which reduces the likelihood of fraud. The statistical data collected in our
study reveals the interest of companies in speeding up the forensic audit processes by integrating with
modern technologies.

For example, the market for forensic accounting, including forensic audit software, is growing.
The market is expected to reach $2.78 billion in 2022 and reach $5.02 billion by 2029. This corresponds
to an average annual growth rate (CAGR) of 10.26%, which will be in effect from 2023 to 2029 [15].

Among the reasons for the growth of the market are the following:

+ Increase in fraud cases: an increase in the number of cases of financial crimes requires more
effective solutions for their investigation.

¢ Technological innovations: increasing the use of cloud technologies and automation in
accounting and auditing

¢ The growth of remote and automated solutions: The COVID-19 pandemic has led to an
accelerated transition to the use of remote and cloud-based accounting solutions [16].

Smart companies such as Caseware, Ernst & Young and KPMG are actively developing their
offerings in the field of forensic audit software, which contributes to the growing popularity of these
tools.

Many innovative digital techniques are currently being used in forensic audit across industries
globally, especially in the context of fraud detection. One important technique is the application of
artificial intelligence (Al) and machine learning, allowing forensic accountants to automate operations
related to fraud detection, data transformation, and extraction, greatly accelerating investigations. By
cross-referencing information like phone numbers and bank account numbers, these technologies may
quickly evaluate huge sets of structured and unstructured financial data, detecting irregularities like
vendor conflicts of interest, fraudulent invoices, or questionable transactions. Much of the manual,
repetitive labor that has historically been involved in fraud detection is eliminated as a result [15].

The introduction of cloud-based forensic accounting solutions, which offer remote access,
scalability, and improved cooperation, is another significant development. To track transaction
records with a high degree of security and transparency, these platforms can also integrate blockchain
technology [17]. By offering quicker and more precise analysis, these advances contribute to the
overall efficiency of fraud detection while lowering the expenses related to manual procedures.

Research by the PwC audit company on the global stage has shown that audit firms are already
resorting to automating the audit processes of financial statements and activities in general in their
internal audit. According to the results of the report for 2023, audit companies have invested and
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are ready to invest in various innovative methods of internal audit in the future. Figure 1 shows the
statistics of companies’ investments in modern tools to speed up the forensic audit process.

44%
16%%
I 11%

2%

10% 37%

s 27%

20% 18%
10%% I
0%

300
5%
I 20% 19% 1894

Training and advanced Data analysis resources Software designed to Antomation of

traimng of [AS and tools display data processes using robots
emplovees in the field (RPA) or artificial
of technology and data intelligence (Al)

B Invested in a year and are ready to continue irmvesting
u Invested in a year, but are not ready to immvest further

B Have not irrvested in a year and are not ready to immvest

Figure 1 — Willingness to invest in innovative audit tools

Note: Compiled by authors based on source [18].

According to the graph, it can be seen that most global companies were willing to invest in training
employees in internal audit using technology and invested less in automating processes through robots
and artificial intelligence. However, the other company, which has invested in all the presented areas,
refuses to invest in automation the most. The number of opinions on this point was 11% of companies,
which indicates that the audit is not ready to integrate new processes, perhaps because of the fear of
risking introducing unfamiliar tools into the financial reporting verification processes. This is also
indicated by the statistics of the fact that most of the companies among the respondents are not ready
to invest their funds in the robotization of processes at all. In total, about 45% of companies in 2023
invested in employee training and other data analysis resources and tools. About 44% of the respondents
are also not ready to invest in software, which is 1.2 times more positive results from using this tool
as a result of the investment. It can be summarized that audit firms do not have a unanimous decision
on the best solution in speeding up audit verification processes because of integration with automated
techniques. That is, new tools may frighten auditors to learn something new.

Below we present examples of the use of each tool for the benefit of forensic audit. With the
development of information technology, forensic audit has become an integral part of risk management
and transparency in financial transactions. The use of digital technologies in this field covers a wide
range of tools and methods, including:

1. Big Data Analysis: Big data analysis allows auditors to quickly process and analyze large
amounts of data. For example, big data analysis can help auditors detect anomalies such as unexpected
changes in sales or uncharacteristic expenses if a company processes thousands of transactions per
day. With a 96% probability, auditors can find hidden patterns that may indicate fraud using data
analysis technologies such as SQL and R.

Example: In 2021, a large international bank UOB in Singapore used big data analysis to detect
a money laundering scheme that had existed in its system for several years. Thanks to the analysis of
transactions, the bank was able to prevent significant financial losses [19-20].

2. Machine learning and artificial intelligence: Al and ML technologies are becoming increasingly
popular in forensic auditing. They allow systems to learn independently based on historical data and
identify fraudulent schemes with high accuracy. Machine learning algorithms, for example, can study
previous fraud cases to identify similar schemes in the future.
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Example: In the field of forensic auditing, Deloitte used a machine learning algorithm to analyze
customer transactions. The algorithm found that certain groups of transactions often coincide with
fraud schemes, which allowed auditors to focus on these cases for a more in-depth analysis [20].

3. Forensic Audit Software: Specialized programs such as IDEA, ACL and CaseWare help
auditors find financial problems and compile reports. These programs offer a user-friendly interface
for analyzing and integrating data into various accounting systems.

Example: PwC auditors could quickly process data from the accounting system and detect errors
in reports using Interactive Data Extraction and Analysis (IDEA). Consequently, it was discovered
that some transactions did not meet expectations, which led to an additional investigation [12].

From the methods studied, we deduce the benefits and challenges in table 2.

Table 2 — Benefits and challenges of modern methods in forensic audit

of financial data from
various systems. By
keeping track of every
action, the bot takes
and produces thorough
logs for audit reviews,
RPA may help improve
the audit trail. Bots
can, for instance, check
communications or
invoices to confirm
legitimacy and identify
irregularities.

drastically reduces the

time required for audits,
enabling auditors to allocate
more resources to complex
analytical tasks.

- Improved Accuracy:

By minimizing human
intervention, RPA reduces
the likelihood of errors

in data processing. This
increased accuracy is vital
for identifying anomalies in
financial records, thereby
enhancing the reliability of
audit results.

- Enhanced Data Analysis:
RPA tools can handle vast
amounts of data swiftly,
allowing auditors to perform
comprehensive analyses.

Program/ Description Companies/ Benefits Challenges
Method Users
SQL Server Auditing feature within Microsoft, - Compliance: The SQL - Performance cost:
Audit Microsoft SQL Server Bank of Server Audit Subsystem Because audit logs
Subsystem that allows for tracking America, supports regulatory must be kept up to date
and monitoring of American compliance requirements and stored effectively,
database events. It Express, Dell such as GDPR, SOX, auditing large events in
captures a wide range of | Technologies and HIPAA by enabling high-transaction scenarios
activities and stores them organizations to prove may result in additional
in logs, which can then that access to sensitive performance cost.
be used for compliance, information is controlled - Complex Setup: To
forensic audits, and and monitored. guarantee that the right
general database Security: By auditing access | events are recorded
security. and activities within the without overloading the
SQL Server environment, system, the SQL Server
companies can detect and Audit Subsystem must be
respond to unauthorized set up precisely.
access attempts or Log - Management: It can
anomalies in system usage. be difficult to keep track
Efficiency: Automated of audit logs, particularly
logging of events and for big systems. To keep
customizable audit actions the logs manageable and
make the auditing process valuable, appropriate log
efficient and reduce manual rotation, archiving, and
overhead. analysis techniques are
needed.
Robotic Process | It can reduce the amount | Deloitte, - Increased Efficiency: RPA | - Implementation
Automation of time auditors spend KPMG, automates repetitive tasks Costs: While RPA can
(RPA) on manual activities PwC, EY, such as data entry, report lead to long-term cost
by automating the McKinsey & generation, and transaction savings, the initial setup
collection and processing | Company monitoring. This automation | and integration can be

expensive. Organizations
may face high costs for
software acquisition,
system integration, and
employee training.

- Change Management:
Adopting RPA requires
significant changes to
existing workflows and
processes. This can lead to
resistance from employees
who may be apprehensive
about job security or

the complexities of new
technologies.

- Limited Scope of
Automation: RPA is most
effective for repetitive,
rule-based tasks. It

may struggle with tasks
that require complex
decision-making, nuanced
understanding, or human
judgment.
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contracts, and financial
statements, can be
analyzed by Al to find
discrepancies that would
be challenging for a
human auditor to find by
hand.

Artificial Large amounts CaseWare, - Enhanced Data Analysis: - Implementation of Al

Intelligence of organized and Deloitte, Al algorithms can process technology can involve

(AD) unstructured data, KPMG, vast amounts of financial significant upfront
including emails, PwC, EY data quickly and accurately, | costs for software,

identifying patterns

and anomalies that may
indicate fraud or financial
misstatements.

- Improved Ay: Al tools
can perform audits with

a high level of accuracy
and consistency, reducing
human error and bias.
This leads to more reliable

financial reporting and acceptance.
increased trust in the - Data Privacy Concerns:
auditing process. The use of Al often

- Automated Reporting:
Al can automate reports,
allowing auditors to focus
on higher-level analysis
and decision-making. This
not only saves time but
also improves the overall
efficiency of the auditing
process.

infrastructure, and
training.

- Complexity and
Integration: Integrating
Al solutions into existing
atems can be complex.
Organizations may face
challenges related to data
compatibility, system
interoperability, and user

involves processing
sensitive financial

data, data privacy

and compliance with
regulations such as
GDPR. Organizations
must implement robust
data governance practices
to mitigate these risks.

- Skill Gaps: Successful
implementation of Al in
forensic audit requires
skilled personnel
auditing and Al
technologies.

Note: Compiled by authors based on sources [21-27].

Byusing SQL Server Audit,administrators can maintain detailed logs that help with troubleshooting,
ensuring data integrity, and identifying potential security breaches or compliance violations. The audit
logs can also be filtered, and actions can be customized for different databases within the same server
instance. Even though RPA and Al can significantly improve forensic auditing efficiency, accuracy,
and cost-effectiveness, organizations still face a few obstacles, including implementation costs and
audit complexity. Success will depend on striking a delicate balance between utilizing technology and
preserving the human component of audits.

Over 60% of Fortune 500 companies now use some form of RPA or Al tools in their financial
processes, including forensic auditing. High-profile companies like HSBC, GE, and the Big Four
auditing firms (PwC, Deloitte, KPMG, EY) are key adopters. A study found that 45% of forensic
auditors use software tools powered by Al to manage fraud risk detection and 70% plan to increase
investments in such technologies. Companies using Al-driven forensic audit tools reported a 30—50%
reduction in manual auditing time, and an increase in fraud detection accuracy of 25-40% [28]. These
statistics highlight the importance of these tools in speeding up data analysis and reducing human
errors.

These patterns show a strong trend toward the use of digital forensic auditing techniques, which
will increase the speed, effectiveness, and reliability of fraud detection globally.

Additionally, table 3 presents real cases of big companies, including the big four auditors on the
application of modern technologies mentioned in the article in the field of forensic audit and corporate
governance. By analysing the usefulness of the innovative product, we also identified the potential for
the development of the company and the country’s economy.
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Table 3 — Examples of the application of modern technology in forensic audit and the impact on

economic development

Ne Company

Application of modern technology

Economic impact

1 Ernst & Young

A method for analysing large amounts of
data. The organisation uses EY Helix, a tool
that automatically analyses transactions and
detects differences. This allows auditors to
evaluate millions of transactions and detect
patterns that are not compliant.

Improving the efficiency of
business operations contributes
to economic growth through
job creation and increased tax
revenues.

2 KPMG

Machine learning helps KPMG find
anomalous data related to financial
irregularity risks by analysing accounting
records and transactions. The tool
automatically detects possible fraudulent
transactions by analysing and training past
audit data.

Case: KPMG has helped reduce budget
waste by 12% in Austria by using machine
learning to analyse the finances of public
institutions.

Reduced fraud risks attract
foreign investors. More
productive processes reduce
regulatory and audit costs.
Thus, reducing fraud losses
enables investment in
infrastructure, healthcare and
education. KPMG’s ‘The
Future of Audit’ report found a
20-30 per cent cost reduction
in companies implementing Al
tools.

3 Deutsche Bank, HSBC

Deutsche Bank tracks and verifies
transactions using blockchain. By using a
blockchain that captures every transaction in
a decentralised and immutable system, one
of the projects, called Smart Audit, enables
real-time auditing.

Case: HSBC bank was able to reduce the
processing time of international settlements
from five days to a few hours using
blockchain.

This will help drive the digital
economy and increase IT
employment.

4 PwC

An artificial intelligence system called
PwC’s Auditor of the Future uses cognitive
technology to analyse data and documents
to identify errors and potential risks in
reporting. The tool uses context-aware
algorithms to analyse documents and
contracts. This allows conclusions to be
drawn based on text.

Case: PwC actively uses this technology in
large companies to help them improve their
internal processes.

The use of advanced
technology makes auditing
in the country more modern
and reliable, which attracts
international investors. The
growth of an innovative-
oriented economy and the
growth of skills.

Note: Compiled by authors based on sources [6], [26-27], [29].

The use of these technologies shows how large corporations, and financial institutions have changed
their processes to meet modern requirements and combat fraud. These measures not only improve
auditors’ performance, but also contribute to economic progress by improving financial stability and
regulation, creating a favourable environment for sustainable growth. Big Four companies such as EY,
KPMG and PwC, as well as major banks such as Deutsche Bank, are demonstrating how innovation
is strengthening the global financial infrastructure.

Such examples emphasise the importance of further research and development to bring technology
into forensic auditing, which can provide an even higher level of confidence and reliability in financial
reporting internationally.

In order to economically analyse the prospect of investing in forensic audit technology, the return
on investment (ROI) method can be used, which compares the cost of implementing technology with
the economic benefits of using it.

We took the average data from the sample reports that were given in the last table according to
McKinsey [30], KPMG and Deloitte. The economic analysis conducted will prove the results of the
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audit firm reports that the introduction of new technologies in forensic auditing can reduce costs by
20-30%.

For costing, we will limit ourselves to two types as initial investment and staff training costs:
a) cost to develop and implement blockchain or artificial intelligence tools — $2,000,000; b) additional
staff training costs — $200,000. Increased audit speed has increased contracts and profits by fifteen per
cent per year. A twenty-five per cent reduction in fraud and error losses. Payback period of 5 years.

Key criteria: 10 million dollars in annual audit revenue. 6 million dollars spent on operations.
Fraud losses: annual $500,000.

Result:

1. Operating cost savings of $1.8 million per year (allocated $6 million at 30%).

2. Revenue growth per year is $1.5 million (add up $10 million by 15%).

3: Reduction in fraud losses:

Annual savings = $500,000 x 25% = $125,000.

4. Economic impact for the year is $3.425 million ($1.8 million + 1.5 million + 0.125 million).

5. Implementation costs are $2.2 million (2 million + 0.2 million).

6. Payback Period:

Annual Ef fect
Payback Period = 17 (1)
Cost
PP =3.425mln / 2.2mln = 0.64 years (about 8§ months).

7. The return on investment (ROI) over five years can be calculated using the formula:

Net Benefits
ROI

¥ 100%

" Investment Cost ()
Net Benefits over 5 years
= (Net Annual Savings X 5)— Initial Investment )

ROI = ((($3.425 million x 5) — $2.2 million) / 2.2 million) x 100 = (14.925 million / 2.2 million) x
100 = 678%.

As a result, the investment pays for itself in 5 years with a return on investment of over 670%.
Investments in forensic audit technology show a high return on investment, as technologies such
as machine learning, artificial intelligence and blockchain are helping to increase revenues, reduce
costs and risks, and increase confidence in audit processes, which has a positive impact on economic
stability.

Thus, the incorporation of technologies such as big data, machine learning and blockchain into
traditional audit practices is significantly improving financial integrity and governance. As a result,
auditors can work faster and more accurately, identify risks early, and increase confidence in an
organisation’s financial reporting.

Practical applicability, such as improved audit quality and speed, reduced risk and increased
confidence in corporate reports are all benefits of using these technologies. Using such technologies,
auditors can work more efficiently and minimise human error and data manipulation.

Conclusion

Implementing modern technologies to detect misstatements in financial statements requires a
comprehensive approach that includes technical solutions and organisational changes. To use modern
technology in the process of detecting financial reporting anomalies, it is necessary not only to add
new tools, but also to organise staff training, conduct testing on real data and provide support at all
stages of implementation. Gradual implementation with constant monitoring and improvement of
systems will allow companies to improve the accuracy, speed and transparency of audit processes.

Forensic audit is a useful tool for private and public organizations, especially considering the
growing level of financial crimes and the globalization of economic processes. And forensic audit
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automation can include strengths and weaknesses, as well as include barriers and have opportunities
for implementation.

Strengths:

a) High accuracy in detecting fraud.

b) The use of data for legal purposes.

¢) Improvement of the control system in the company.

Weaknesses:

a) The high cost and duration of the investigation.

b) The need for highly qualified auditors and the use of sophisticated software.

c¢) The risk of getting false conclusions with insufficient information.

Opportunities:

a) Growing demand for forensic audits.

b) Integration with blockchain technology.

¢) Predictive fraud models.

Threats:

a) Cybersecurity risks.

b) Data breaches.

c¢) Regulatory challenges.

Despite the obvious advantages, the study also points to existing problems in integrating innovative
technologies into forensic audit processes. It includes high implementation costs, the need to train
employees and adapt existing systems to new conditions.

Forensic audit automation not only improves audit processes but also brings significant economic
benefits to organisations. These benefits include increasing financial efficiency by freeing up cash,
reducing audit time, reducing financial losses, increasing profitability and stimulating the national
economy by making the economy more competitive and investable.

With this study, we emphasize recommendations for overcoming the challenges associated with
the introduction of new technologies. This may include the development of strategies for training and
attracting qualified specialists, as well as the introduction of flexible systems that easily integrate with
existing processes.

It means that the lack of specialists with the necessary skills, as well as the difficulty of integrating
new tools into traditional processes. The creation of special training programs and changes in internal
auditing standards are necessary for the successful implementation of technologies

Although the introduction of digital technologies into forensic auditing opens new horizons for
the detection of financial fraud, success depends on the right integration strategy and support at all
levels of the organization.

Several innovative approaches can be proposed that will combine cutting-edge science with the
practical needs of auditors to implement new scientific advances in forensic auditing using modern
technology.

Here are some of our examples:

1) Creating intelligent systems that can not only analyse historical records but can also monitor
the situation in real time to detect any anomalies. Al algorithms, for example, can monitor changes in
financial transactions in real time and report potential irregularities to the auditor.

Practical application: in dynamic financial markets, this will increase audit efficiency by improving
response to potential risks and preventing losses.

2) Using automated blockchain-based systems to verify and store contractual documents, as well
as other company legal documents such as contracts and deeds. Smart contracts can help these systems
automatically monitor compliance with contract terms.

Practical use: Blockchain will not only provide highly secure and transparent documents but will
also allow for automatic tracking of changes in terms and conditions. This significantly reduces the
risk of falsification and improves the efficiency of company management.

3) Creating digital copies or twins of organisations, which can include the company’s financial
structure, business processes, employee behaviour and other factors. This will enable real-time risk
assessment and modelling of various scenarios.
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Practical application: Auditors can improve company management and prevent financial losses by
predicting the impact of certain actions on a company’s financial health.

It means, the results highlight the importance of combining traditional auditing methods with
modern technologies. Traditional methods, such as the use of statistical approaches and analysis based
on Benford’s law, remain relevant and effective when working with new tools, which makes it possible
to increase the level of fraud detection. However, we assume the method calculation can be accelerated
by automated products like Excel with macros, IDEA or Python. The advantage is that it will simplify
and speed up the auditor’s work. The challenge may be the need for training in the new software and
the need to hire a specialist to customise these products to the company’s needs.

In other words, the combination of technologies to introduce scientific novelty in forensic auditing
can improve the efficiency of audit processes, and the results will be significantly more accurate
and reliable. It will increase risk prediction and confidence in corporate reporting and provide new
opportunities for audit automation.

In addition, the introduction of innovative approaches to forensic audit helps to increase the
confidence of stakeholders (investors, customers and regulators) in financial reports, which in turn can
improve the corporate reputation of companies.

Despite the promising benefits, the adoption of Al and RPA is accompanied by notable challenges.
The initial investment required for implementation, coupled with the need for specialized talent,
presents barriers, particularly for smaller firms. Additionally, the rise in automation raises concerns
regarding cybersecurity and data privacy, necessitating robust frameworks to mitigate risks associated
with handling sensitive information. Ethical considerations also emerge, highlighting the need for
transparency and accountability in Al-driven decision-making processes.

In summary, while the implementation of AI and RPA in forensic audit offers transformative
potential, it is imperative to balance these advancements with ethical, legal, and practical considerations
to fully realize their benefits in fraud detection and financial reporting integrity.
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Anjiarna

Makanaaa (hOpeHCHK ayAUTIHeTi MHHOBALHUSIIBIK TICLIIED HKIHE OMap/IbIH KAPIKBUIBIK ATasKThIKTh aHBIKTAyFa
JKOHE aJIJIbIH allyFa dcepi KapacThIpblUIaibl. YJIKSH JAePEKTep/Ii Tanaay, MalnHaIbIK OKBITY JKoHE OJIOKYCHH CHUSKTHI
3aMaHayl TEXHOJIOTHSUIAP KAP)KBUIBIK CCENTUIIKTEr! aybITKyJapAbl aHBIKTAy/la JKOFApBl TONIIK MEH THIMAUTIKTI
KaMTaMachl3 eTETIH JOCTYPJI aylduT oMiCTepiH e3repreni. Aaiina, 0Chbl TEXHOJOTHUIAPBI CSHII3y Ke3iHme Oenrimi
0ip mpobnemanap TYBIHIAHIBI, COHBIH IIIHAC OUTIKTI MEPCOHAJFA JCTeH KaXKETTUIIK, TCXHOJOTHSHBIH >KOFaphI
LIBIFBIHAAPBI )KHE KaHa 9/1ICTep/Ii KOJIAAHBICTAFBI IIponecTepre OipikTipy mnpobnemarnapsl. 3epTTeyaiH MaKkcaThl —
(dopencuk ayauringe MUGPIBIK TEXHOIOTUSIIAPABI KOIAAHYIBIH aPTHIKIIBUIBIKTAPEI MEH KEMIIUIIKTEPiH Tayay,
OJIap/IbIH KAPKbUIBIK OypMaliaHyaap/ibl aHbIKTAY MPOIIeCiHe dcepin Oaranay, COH/Iali-aK OChIHal TEXHOIOTUsIIAP/IbI
KOJIJIAaHY/IbIH 9KOHOMHKAJBIK dcepiH amry. HakThl skarailapipl Tajjayra jKOHE AJCTYPII MKOHE MHHOBAIMSUIIBIK
TOCUTIACPAl CaTBICTRIPMAIIbI TalayFa HETI3/IeIreH 9IICTeMEHI KOJAaHyFa CYHeHe OTBIPBIN, MaKaiaga aylauT JKOHE
Toyekenyepai Oackapy cajlachbIHJarbl TKipuOeliiepre apHalfaH YCHIHBICTap OepiireH. 3epTrey HOTHKeNepi
JKaHa TEXHOJIOTHSUIapFa OCHiMICITyIiH MaHBI3IBLUIBIFBIH KOPCETE/ll J)KOHE KAPIKBUIBIK CCENTUIIKKE CEHIMIUTIKTI apT-
TBIPyFa JKOHE KOPIOPATHBTIK 0ACKapy/bl KaKCAPTyFa KOMEKTECETiH TYybIHIaraH Moceleiep/l MICHTy KOJIapbiH
ycerHanel. Makana (hopeHCHK (COT) ayAnTi MEH Kap KbUIBIK alasKThIKKA Kapchl KYPECTiH Ka3ipri TeHACHIUIaphIHa
KbI3BIFYIIBUIBIK TaHBITATHIH ayUTOPIIBIK (hupMaap, KOMIAHUsIIAp MEH 3epPTTeyIIiep YIIH TPAKTHKAIBIK MaHbI3bI
Gap.

Tipek ce3mep: Kap)KbUIBIK €CENTUIIK, HU(PIBIK TEXHOJIOTHsIAP, (POPEHCUK ayIuTi, aNasKTBHIKTHI aHBIKTaYy,
JKacaH Il MHTEIUIEKT, OJIOKUCIH, MHBECTUIUSATIAP.
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IKOHOMHUYECKHE NOCJTEACTBUA TEXHOJTOI'MYECKHX
NHHOBAIIMU B ®POPEHCHUK AYAUTE: ITOBBIIIEHUE
®UHAHCOBOM YECTHOCTH U KOPIIOPATUBHOT O YIIPABJIEHU S

AHHOTALUA

B crarbe paccMaTpHBarOTCSl HHHOBALIMOHHBIE ITOAXO0bI B (GOPEHCHK (CyneOHOM) ayiuTe U UX BIHMSHHUE HA BBISB-
JICHUE U TIpe/IoTBpallleHne (UHAHCOBOTO MolleHHnYecTBa. COBpEeMEHHbIE TEXHOJIOTHUH, TaKKe KaK aHaJN3 OOJBIINX
JIAaHHBIX, MalIMHHOE 00y4YeHue U OJIOKYelH, TpaHC(HOPMHUPYIOT TPaJANIIMOHHBIE METO/IBI ayInTa, obecreynBas Oojee
BBICOKYIO TOYHOCTB 1 3(p(hEeKTUBHOCTH IIPH BBISIBICHUH aHOMAJIUH B pHHAHCOBOM 0T4eTHOCTH. OJTHAKO C BHEPEHHEM
9THX TEXHOJIOTHI BO3HUKAIOT OIPE/ICIIEHHbIE TPOOIEMBI, BKIIIOYAsi HOTPEOHOCTH B KBAIN(HUINPOBAHHOM IIEPCOHAIIE,
BBICOKHE 3aTpaThl Ha TEXHOJIOTUH M TPOOJIEMBI ¢ HHTETpAlMel HOBBIX METOIOB B CYILECTBYIOLIHE porecchl. Llenbro
HCCIICIOBaHUS SIBIISETCS aHAJIN3 IPEUMYILECTB U HEJOCTATKOB UCIIONB30BaHMUS U(POBBIX TEXHOJIOTUH B (OPEHCHK
ayZInTe, OIICHKA WX BIHMSHUS HA TIPOLIECC BBISIBICHNSI (PUHAHCOBBIX UCKAXKEHHIA, & TAK)KE PACKPBITHE YdKOHOMHYIECKOTO
sddekra OT MpUMEHEHHsT TaKKX TEXHOJOTHI. OCHOBBIBAsCh Ha aHAJIM3E PEalbHBIX KEHCOB M MPUMEHEHHH METO-
JIOJIOTUH, OCHOBAaHHOW Ha CPAaBHHUTEIILHOM aHAJIHM3€ TPAJAWLMOHHBIX W WHHOBAIIMOHHBIX IMOJXOJOB, aBTOPBI CTAaTbU
JIAIOT PEKOMEH/IAIMH ISl TPAKTUKYIOINX CIIEIHAIMCTOB B 00JIAaCTH ayAuTa W yNpPaBJICHHUs PHCKaMH. Pe3yibrars
UCCIICIOBaHMUS TOJUEPKUBAIOT BXKHOCTD aJalTallUK K HOBBIM TEXHOJIOTHSAM M MPEIJIAraroT IyTH PEICHUs BO3HH-
KaroluX MpodiieM, KOTOpbIe MOT'YT IIOMOYb HOBBICHTH JIOBEpHE K (PMHAHCOBOI OTYETHOCTH ¥ YIYYLINTH KOPIOpa-
TUBHOE ynpasieHue. CTaTbs UMEET NPaKTUIeCKOe 3HaUCHHE JUIs ayTUTOPCKUX (prUpM, KOMITaHHI 1 UCCIIEA0BATENCH,
MHTEPECYIOMINXCS] COBPEMEHHBIMH TEH/ICHIIMSMHE B 00J1acTH (POPEHCHK (CyieOHOM) ayauTa u 60pbObI ¢ (PUHAHCOBBIM
MOIIEHHUYECTBOM.

KuroueBble cjioBa: prHAHCOBas OTYCTHOCTH, MU(POBEIC TEXHOJIOTHH, (POPCHCHUK (CYICOHBII) ayINT, BBISABICHIC
MOILICHHHYECTBAa, HCKYCCTBEHHBIH NHTEIUICKT, OJIOKYEeHH, HHBECTHLIUH.
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